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Abstract- — IoT-powered devices have become one of 

the key companions of humans in recent times. Almost 

every sector of the modern market is heavily reliant on 

IoT-powered devices such as smartphones, computers 

and other smart gadgets. This has resulted in the 

massive availability of digital data containing the 

personal information of the users. This has caused a 

massive issue regarding data privacy on IoT-powered 

devices in recent times. This has resulted in the 

application of ML-based technologies for fostering 

better data protection. The concerned study has 

focused on the role of the different ML-powered 

technologies such as federated learning and 

differential learning models. Thai entre study has also 

focused on numerical analysis of the issues associated 

with the mentioned models during data protection. It 

has also provided survey data regarding different FL-

based algorithms such as LM, NN, NM, DT and CM. 

This study has analyzed the issues and strengths of 

ML-based data protection on local and global data 

sets. 

 
Keywords: federated learning, differential learning, machine 

learning, distributed learning, cryptographic methods. 

 

I.INTRODUCTION 
 

Technology has become one of the key factors in the 

modern-day world with its presence in almost every 

sector. People are surrounded by technology at every 

step and entire daily life operations are becoming 

digital day by day. This has made a huge presence of 

digital data of people on internet media. This has 

become one of the key threats to people in recent 

times. It has been found that incidents of 

cyberattacks and cyberbullying are increasing day by 

day. One of the major examples of data breaching 

has been seen during the Facebookdata privacy 

scandal way back in 2018 [1]. This has made the 

issue of data protection and privacy much more 

serious. IoT has become one of the key technologies 

in the modern world which has billions of connected 

devices across the world. Progress of IoT is also 

happening at a rapid pace and it is expected to have 

27 billion IoT devices by 2025. This massive use 

and growth of IoT devices have resulted in large-

scale user-generated data over the internet. It has 

been reported that the amount of user-generated data 

will stand between 4 zettabytes to 140 zettabytes 

between2020-2025 [2]. A significant amount of 

personal data of users is collected through IoT 

devices which can make the user's privacy very 

vulnerable. It has resulted in reviewing the privacy 

policies and strategies associated with digital data 

systems. Concerning this, the evolution of new 

technologies like machine learning has become 

very crucial in recent times. Machine learning can be 

one such technology which can help in fostering the 

data protection regime in IoT-powered devices and 

systems. However, ML can also play some different 

roles to create problems regarding privacy protection 

in IoT-powered devices. This has made this entire 

study identify the opportunities of ML for data 
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protection regimes in IoT devices. However, besides 

that, the entire study has also highlighted the 

problems and privacy risks with different ML 

models and systems. This entire study has attempted 

to provide a comprehensive analysis and 

investigation of the efficiency of ML in data 

protection through different issues related to IoT-

powered tools. This entire study has also come up 

with a detailed methodology for efficient data 

collection regarding the mentioned issue. This entire 

study has come up with numerical formulas for 

analyzing the issues and problems in the ML and 

FL-based data protection system. It has provided 

survey data based on different algorithms used in the 

SGD model of the FL learning system which is one 

of the latest advancements in traditional ML 

techniques. This analysis has helped the study to 

also formulate future steps for better data protection 

in future.  

 

II.METHODOLOGY  
 

Research methodology is one of the most important 

segments for a study to attain its proposed outcomes. 

The selection of the right methodology allows a 

study to execute better data collection as well as 

better analysis of the collected data. This entire 

study has mainly focused on secondary data 

collection methods. The concerned study has 

collected both qualitative and quantitative secondary 

data from authentic sources. It has focused on survey 

data for identifying the impact of ML in protecting 

the data privacy of users. The concerned study has 

collected survey data for identifying the efficiency 

of ML in providing data safety over mobile 

networks. This survey data has also been used for 

analyzing the impact of ML on data protection in 

cloud computing. This entire study has also 

collected secondary data through surveys for 

identifying the issues and threats regarding data 

privacy in IoT. The concerned study has focused on 

collecting data regarding “centralized ML-based 

privacy protection solutions” which can be very 

effective for providing future steps in attaining better 

results regarding data protection. Data regarding 

encryption techniques and access control in 

centralized encryption has also been collected in 

this study. The collection of this type of data has 

helped the study to perform a better analysis of 

results regarding the concerned topic. Different 

techniques and models have been identified during 

the data collection method.  

 
Figure 1: IoT Data Protection (Source: [3]) 

 

One such technique is Differential privacy which is 

widely used for data protection for IoT-powered 

tools. This type of data protection technique adds 

data perturbation with the original user-generated 

data for executing data protection [3]. It has also 

collected secondary survey data regarding 

distributed learning. The concerned study has used 

a quantitative approach. This approach has helped 

the concerned study to execute mathematical 

analysis of the collected secondary data which has 

resulted in better outcomes for the study.  

 

Numerical analysis of machine learning model for 

data protection 

𝜃 ∗ = arg min⁡( 𝐿 𝑦𝑖, 𝑓𝜃 𝑥𝑖  + Ω(θ)),

𝑖

 

 

The entire study has also collected numerical data 

regarding different ML-based data protection 

models. It can be found from the above formula that 

(𝑓𝜃) is denoting the imputed data which is the x 

vector concerning the output data which is denoted 

by the y vector[4].Y is the set of different data 

classes and x^d is the vector space of d-

dimensional data sets. This numerical formula has 

been developed for the training model of ML-based 

data protection. This model can be very efficient for 

finding the optimal parameter regarding the accurate 

relationship between the input and output data.  

 

Data fusion, model building and data processing 

are the three key steps associated with the 
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centralized learning method. For executing 

centralized learning methods, this study collected 

numerical data regarding federated learning and 

gated recruiting units. The FL-based data protection 

reads data sets which are stored in single or globally 

predicted models. This has been one of the key 

problems in FL-based data protection.  

 

Therefore, Numerical formula for the globally 

predicted model problem of the data set 

 
 

The above formula is describing the global model of 

data aggregation. In the above formula, DK is the 

local storage of data sets in the IoT-powered devices 

K. The above formula is used for identifying the 

upgrade in the data sets which can be very helpful 

for fostering better data protection in future [5]. The 

main purpose of the mentioned numerical formula in 

figure 2 is to identify the output data with the loss 

function. This can be very effective for identifying 

the issues with ML and FL-powered data protection 

systems in future. In the above formulas, f(ω) is 

denoting the data set dimension in which the input 

data is denoted concerning output data.  

 

III.RESULT AND DISCUSSION  
 

Machine Learning based cyber security  

Machine learning has been one of the key AI-based 

technologies which help to attain better data 

protection. ML-based data protection technology 

helps to get a quick insight into threats regarding 

digital data protection. The survey data regarding 

different models of AI-powered data protection is 

given in the below images.  

 

 

 

 
Figure 2: Survey regarding ML-based privacy 

protection (Source [6]) 

 

It can be analyzed from the above survey data that 

an ML-based data protection system has efficiency 

over both mobile networks and cloud computing. 

The above data has helped to analyze that ML-based 

data protection system provides solutions for three 

different areas such as malware, privacy and 

network. The above survey data has also collected 

data regarding the Federated Learning model of 

data protection. The idea of federated learning was 

introduced first by Google in 2017. One of the key 

features of FL has been that it allows data scientists 

to link and train statistical models of decentralized 

devices with the local data set [7]. This has omitted 

the necessity of uploading any private data to the 

cloud storage for training purposes of the data 

scientists. This has been one of the potential 

differences between ML-based data privacy and FL-

based data privacy. It has been seen that in 

traditional ML-based data protection systems data 

sets are required to be uploaded on a single server. 

This has allowed FL-based data protection systems 

to provide better privacy protection which is also 

clear from the survey data. Provide better data 

protection compared to traditional ML-based data 

protection. 
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Table 1: Comparison between different ML-based 

models for data protection 

 

 
 

The above table is showing a detailed comparison 

between different models of ML-based data 

protection. As mentioned earlier FL-based data 

protection is one such ML model of data protection 

which does not require any new data sets and this 

feature has made it much more reliable for data 

protection in future. The above table is showcasing 

that FL-based data protection is based on SGD [9]. 

The above table is also showcasing different SGD-

based algorithms such as LL, NM and DT which 

are being used for showcasing neural networks and 

linear models of data privacy in IoT-powered tools 

and devices. In the above table, CM has been used 

for indicating cryptographic methods and DP has 

been used for indicating differential privacy during 

data protection in IoT devices [10]. It can be stated 

by analyzing the above table that the algorithms 

named LM, and NN are efficient for centralized 

learning models during ML and FL-based data 

protection. It has been also analyzed from the above 

table that algorithms like CM and DP are efficient 

for both the centralized and decentralized data 

protection regime in IoT-powered devices. 

 
(Source: [8]) 

 

However, the mentioned algorithms can be very very 

problematic during the upgradation of local data set 

models as well as the global models. These issues 

can be addressed by framing a personalized 

federated learning algorithm [11]. This can be very 

helpful for allowing the data scientist to read the 

personalized models of the local data set which can 

result in better data privacy in IoT devices in future.  

 

IV.CONCLUSION AND FUTURE DIRECTION 
 

This entire study has identified different models and 

algorithms which can be used for ML-based data 

protection in IoT devices. It can be concluded from 

the study that traditional ML-based techniques can 

be better replaced with FL-based models. This 

advanced ML powered model can provide data 

privacy without asking for a new data set or user 

generated information. However, through the 

mathematical formula it has been identified that 

SGD and FL-based models have some issues 

regarding up gradation of global data sets. This can 
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be improved in future with more advanced ML 

algorithms. This entire study has also provided a list 

of algorithms which can help in advance of 

cryptographic methods for data protection. This 

study may also help in betterment of differential 

learning method through CM and DP algorithms for 

data protection in future. 
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